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Voice Biometrics for Call 
Centre Applications
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What are we going to cover?

What is the problem we are trying to solve?

What are the limitations of current solutions?

Why voice biometrics?

How can it be successfully implemented?

How reliable is the solution?

Questions
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What is the problem?

� Identity fraud and unauthorised access to accounts is on the 
increase

• CIFAS reported over 40,000 cases in first six months of 2007

• Cybercrime UK reported over 200,000 cases of online financial 
fraud committed where criminals impersonated their victims to 
obtain money, credit or even employment

• Fraud is migrating from online to other channels like the phone as 
online becomes more secure

� Customers now expect to access their accounts 24/7 using 
multiple channels securely

• On the road using mobile devices or phone

• When the web is down (recent Egg incident)
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Regulatory Pressures
Organisations will need to be or become compliant

� Faster Payment Initiative in UK
• Offer telephone and internet payment services that complete while 

customer waits (around 15 secs)
• Extremely short time in which to detect a fraudulent transaction and stop or 

reverse the payment
• Focus on stronger authentication required

� FFIEC – US issues strong guidelines for applying two-factor 
authentication for online transactions by the end of 2006 – Extension to 
the phone is now a ‘when’ rather than an ‘if’

� SEC – US the need for a One-Time Password (token)
� PCI Compliance – which applies to all credit card transactions whether 

online or on the phone
• almost £1 million fine of Nationwide by the FSA for security lapses –

passwords on lost laptop
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Types of Authentication

e.g. fingerprint, voice print, iris scan)

e.g. digital token device (E*TRADE))

e.g. account number, credit card number, PIN, passw ord

Callers can be authenticated by 3 factors:  

������	���
	��

������	������� �

������	������



.................................................................…............….....................................……...............

How effectively are these factors used? 

Strong Authentication

•In person: credit card and PIN
•On phone: credit card number & voice biometric/digital token/CLI
•Online: credit card number & digital token/phone call/SMS token

Weak
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Single factor > predominant over the phone/IVR

Two-factor authentication

Three-factor authentication – Special cases
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What are the causes of the problem within 
Call Centres?
� Agents

• Do agents adhere to strict authentication process even under 
pressure to meet SLA’s for reducing call times?

• Single-factor authentication

• Agent fraud

• Authentication costs are relatively high (~ $0.95 – Opus) – a drive 
to push calls to self service authentication

� Self-Service IVR Applications
• Trend to do more automation: e.g. Controlled process e.g. DPA 

compliance for ID&V

• Predominantly rely on single-factor authentication
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What are Biometrics and do they compare?

� It is who you are or something about you
• Fingerprint, Iris scan, Voice, Face, DNA, Signature …

� Vary in terms of accuracy, quality, usability :-

LHLHLLLSignature

LHLHMLHFace

LLHLHHHDNA

LHLMLLMVoice

HLHMHHHIris

LMHMHHMFingerprint

CircumventionAcceptabilityPerformanceCollectabilityPermanenceUnique-
ness

Univers-
ality

Biometrics

Ref: A comparison of biometrics from: Yun, Yau Wei. The ‘123’ of Biometric Technology, 2003
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Why Voice for Call Centres

� Only biometric that can be collected remotely (phon e)
� Non invasive and requires no scanner or lab
� Real time operation
� People are happy using it (high acceptability)
� Only needed for verification, and not identificatio n
� Weaknesses can be addressed – technology is mature

• Uniqueness: used for verification & not identificat ion (unlike DNA or 
fingerprint)

• Permanence: adaptive modelling of voice print overc omes voice 
changes with time

• Accuracy/Performance: Voice only used for verificat ion, not 
identification (unlike DNA) and is therefore good e nough for practical 
use
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Types of Voice Biometrics

1. Uses spoken utterances of 
known pieces of information such 
as PINs or account number

2. Historically has been more 
accurate than text independent 
approach but not much 
difference now

3. Need explicit training time

4. Only reports on the results of 
speaking these known pieces of 
information

� Uses all speech not just PINs 
and password

� Can give a continuous measure 
of verification throughout the call

� Algorithm continues to monitor 
the call and revise its view of the 
caller whatever the caller utters 
(not possible with text 
dependent)

� Is very accurate when used in 
conjunction with the recognition 
of PINs and passwords

Text IndependentText Dependent
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Voice Biometric Vulnerabilities

� Replay attacks – can usually be detected
• Much more of an issue for text-dependent systems

� Health e.g. heavy colds and laryngitis – will impact  the 
verification process against a given voice print

� Noisy environments – same as ASR

� Mobile phones (codec and transmission quality) – sam e as 
ASR
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What is a voice print and 
how is it generated?
Voice print models are produced from signal process ing of 

speech and need continuous adaptation to maintain 
performance

Enrolment in a single call is possible, but:
Produces poor quality models

Is very tedious for the caller
Sufficient to dissuade the caller from using the application

The enrolment operation is not completely straightf orward
Modelling may fail

Modelling may produce a poor quality model
Models always need quality checking

It is important to note that the quality of the enr olment and voice print is a 
direct function of the Biometric Application
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Characteristics of optimal solution?
Fluency’s implementation

� Enrollment: (collect speech and build voice print m odel & tune)
• Seamlessly capture a caller’s voice to create a voi ce print through a 

normal interaction with call centre
• Use patent-pending technology to compile voice prin t
• Adapted through multiple calls
• Automatically assessed for quality before voice pri nt is used for 

scoring

� Normal Operation: (verification and adaptation)
• Verification

• Seamlessly captures a caller’s voice and score against voice print
• Score in combination with results from ‘what you know’ questions according to 

risk-based rules 

• Adaptive enhancement and quality checks
• Constantly review voice print with newly introduced speech
• Characterise the voice print in terms of false accept/reject rates – use in algorithm 

for verification
• Impostors database and CLI check
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Enrolment Parameters

� Training material needs to come from many different  sessions
• Single session training is very poor- no better than  a gender 

determiner

• 4-session training very good with plenty of verific ation data

• More sessions will result in even better performanc e

� At least 60 seconds of speech (not speech and silen ce) needed for 
best model

• 40 seconds is very poor

• 50 seconds is much better

• Continues to improve with increased adaptive traini ng material

� Efficient algorithms and applications required to e nsure real-time 
performance of verification and training

The vendor should hide this complexity in their app lication
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Implementation

� Embedded within VSA’s existing identification and 
verification dialogues

• Works in parallel with existing dialogue

� Transparent to caller
• Very important for customer acceptability

• No obvious training phase

� Configurable management console interface for call centre 
staff

• Flexible approach to verification – on/off and which  Apps

• Different levels of verification possible for diffe rent risk levels
• Balance enquiry requires lower risk than funds transfer
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Grammars

VXML App
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Audio Files
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Database
(including SV Models)

Speech Server
Automatic Speech  Recognition (ASR)

Text-to-Speech (TTS)

Speaker Verification
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PBX
Gateway

HTTP/File

SIP
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VSA ID&V – what the caller knows (a second factor)
Comprehensive configurable range

� Primary identification (Know and Have)
• Card number 
• Customer reference 
• US Social Security Number (SSN) 
• Bank account number 
• Telephone number 

� Secondary identification (one or many)
• Postcode/ZIP Code 
• Last name – the callers’ last name.
• UK national insurance number 
• US social security number Date of birth VSA4.1 – the  callers’ date of birth.
• Telephone number – Also provides the ability to use the ANI/CLI if available
• Car registration VSA4.3

� Verification
• Last name
• Mother’s maiden name
• Memorable date 
• Date of birth
• UK national insurance number 
• Random Character from Password 
• PIN 
• Digits from PIN VSA4.1 – one or more digits from the  callers’ PIN number.
• Card security code
• ZIP Code
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Typical performance

� Voice verification is not used by itself to verify the caller, but 
as part of a two-factor verification

• Important to remember this as voice verification al one is not 
good enough for verification

� Trade off between false acceptance and false reject ion
• False acceptance – incorrectly allowing an impostor into the 

service
• Very rare, but very undesirable

• False rejection – incorrectly rejecting a valid user  from the 
service

• Much more common, however reducing false rejection will always 
increase false acceptance 
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Typical Performance from various Biometric 
Technologies

0.2%Signature

> 5%, but early stagesFace recognition

2%Voice

0.2%Finger print

0.0001%Iris Scan

> 0.000001%Retinal scan

EERBiometric
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General performance characteristic of voice 
biometrics

EER (Equal Error Rate)

FA

FR

0% FA results in 100% FR
0% FR results in 100% FA

Good Practice
Reduce the FR without compromising FA
Most callers tend to be genuine

High Security: Military

Typical operating pointe.g. Bank
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How do Fluency assess performance?

120 speaker database

20 recorded sessions from each speaker over 6 month  period using a 
variety of mobile phones and land lines

Each session includes material for text dependent a nd text independent 
training

50 utterances per session
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Impact of multi-session enrolment

40s testing, variation in performance with number o f 
training/enrolment sessions

NOTE: 76% of models failed to be created
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Impact of training duration on performance

40s testing material
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Biometrics & ‘PIN’ Performance
2-Factor Authentication

EXPECTED PERFORMANCE FOR
SV IN TWO-FACTOR VERIFICATION

USING CREDIT CARD NUMBER AND PIN
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Checklist for effective deployment

1. Choose a system that offers you:
1. Transparent enrolment so no impact on usability

2. Voice print quality modelling

3. Ability to choose operating point (FA/FR)

4. Adaptive voice print management

5. Multi-factor authentication to include biometrics  as standard

6. Ability to switch on/off in at any point in appli cation 
depending on risk assessment carried out

7. Tight integration with ASR

8. Supported mainstream technology

9. System Maintenance with existing/future applicati ons
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How do callers feel about Stronger 
Authentication?
� Evidence shows that callers are willing to use a speaker verification 

system in favour of tighter security and peace of mind
• Voice is less invasive than DNA, finger print or iris scan

• Most calls are recorded anyway (disclaimer)

� Adoption and acceptance is expected to be very good

� Bell Canada report that 69% of people were happy to use biometrics in 
general and 84% to use voice biometrics – Convenience was the number 
1 reason cited – faster transaction and increased security came close 
second – 100,000 enrollments to date

� ABN Amro report that 83% of callers prefer to use voice verification to the 
use of existing pass-phrases – 99% would be happy to use it alone for 
account info and 73% for transfers [35m callers per year with only 7m 
routed to agents]
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Questions? 

Contact Details: Jacob Abboud, CTO
Tel: +44 208 237 6210

Email: jacob.abboud@fluencyvoice.com


